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Background and Context 

 

• The Office of Gas and Electricity Markets (Ofgem) appointed Elexon Limited as the Senior Responsible Owner (SRO) with responsibility for management and delivery 

of the Market-wide Half Hourly Settlement (MHHS) implementation 

• The MHHS Data Integration Platform (DIP) is provided by Elexon to allow electricity suppliers and consumers to submit and receive half-hourly metering data and other 

related messages to be used in the MHHS settlement process 

• Elexon has selected Avanade UK to design, build, test, implement and operate the DIP in the role of DIP Service Provider (DIP SP) 

Purpose of the Portal User Guide 

• Streamlined Navigation: Facilitate easy access and efficient navigation of the Data Integration Platform (DIP) portal for market participants. 

• Role-Tailored Guidance: Provide role-specific instructions and best practices to empower users based on their specific market roles. 

• Enhanced Integration: Equip market participants with the knowledge and tools needed to maximize data integration capabilities within the energy market through 

the DIP portal. 
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User Roles and Permissions 

Introduction 

Welcome to the Data Integration Platform (DIP) Portal User Guide for Market Participants. This guide is designed to assist you to navigate and utilize the DIP portal 

effectively. 

The DIP portal serves as a central hub for data integration and management, enabling seamless communication and interaction within the energy market. Whether you're a 

participant organization or a DIP connection provider, this guide will provide you with instructions, tips, and best practices to make the most of this powerful platform. 

Portal User Guide User Roles and Accessibility 

The DIP uses a Role-Based Access Control (RBAC) system, and the following table provides an overview of the types of roles. 

 

Each role is independent, with a flat hierarchy. One or more roles can be applied, in any combination. 

 

Section User Role Actions/Description 

1 User Admin Manage organisation members, 
manage DIP IDs, view audit records, 
create DIP IDs from ISD data and 
request new DIP role codes. 

2 Certificate Admin Create and Manage Certificates and 
API Keys. 

3 Message Admin View message channels, message 
tracking, processing, replay and 
requeue and DIP ID configuration. 

4 Analytics Reader View DIP Performance reports. 
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The Portal User Guide is a comprehensive resource for new market participants that provides guidance on how to navigate and use the Data Integration Platform (DIP) 

portal effectively. It combines the business-as-usual aspects of the DIP once onboarding is completed and is tailored to provide role-specific instructions and best 

practices. Please consult the E2E onboarding guide for detailed steps assisting with the onboarding onto the DIP. 

 

The following table provides an overview of the sections within the guide to help users know where to start. 

Section Section Header Description 

1 Navigation: All Market Participant 
Users 

General login and navigation for all 
users 

2 Market Participant User Admin Actions performed by this role 

3 Market Participant Certificate Admin Actions performed by this role 

4 Market Participant Message Admin Actions performed by this role 

5 Market Participant Analytics Reader Actions performed by this role 

Addendum FAQs A list of common questions and 
advice needed 

Addendum Contact and support Contact details 

 

 

 

 

 

 

 

 

 

chrome-extension://efaidnbmnnnibpcajpcglclefindmkaj/https:/www.elexon.co.uk/elexondocuments/dip/dip-e-to-e-on-boarding-guide/


Data Integration Platform (DIP) –Portal User Guide  

© Elexon 2025  Page 7 of 36 

 

 

Navigation: All DIP Users Roles  

Preparation  

Before accessing the DIP Portal: 

1. All organisations must have been fully onboarded – see E2E onboarding guide for how to onboard onto the DIP. 

2. Your MP User Admin has invited you to the DIP using your enterprise email. 

3. Visit the appropriate DIP Portal from the selection of URLs below. 

 

DIP Portal URLs 

Each environment has a different colour header banner to help visually differentiate, as the table below illustrates. 

 

Environment URL  

SIT https://portal.sit.energydataintegratio
nplatform.co.uk 

 

SIT-B https://portal.sitb.energydataintegrati
onplatform.co.uk 

 

UIT https://portal.uit.energydataintegratio
nplatform.co.uk 

 

PRD https://portal.energydataintegrationpl
atform.co.uk 

 

 

 

 

 

 

https://portal.sit.energydataintegrationplatform.co.uk/
https://portal.sit.energydataintegrationplatform.co.uk/
https://portal.sitb.energydataintegrationplatform.co.uk/
https://portal.sitb.energydataintegrationplatform.co.uk/
https://portal.uit.energydataintegrationplatform.co.uk/
https://portal.uit.energydataintegrationplatform.co.uk/
https://portal.energydataintegrationplatform.co.uk/
https://portal.energydataintegrationplatform.co.uk/
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The initial Sign-in to the DIP 

Sign in to DIP: 

1. You will be able to use your enterprise email address to sign in, provided your MP User Admin has invited you. 

2. Set up your authenticator tool on your mobile; Microsoft Authenticator is recommended. 

Sign-in to the DIP 

Please follow steps 1-5 below to complete your sign-in 

 

 

.  
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Future logins 

To log in to the DIP: Complete steps 1-4 of the setup 
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Home Page 

Depending on your assigned roles, you will have different navigation menus available to you. This overview shows a user with all roles assigned. 
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DIP User Admin 

MP User Admin Actions 

This section will describe the following actions available to users with the MP User Admin role: 

• Invite new members, assign them roles, extend access and offboard. 

• Manage DIP and manage access within your organisation 

• Nominate a DIP Connection Provider per DIP ID 

• Request DIP Connection Provider status and create DCP IDs 

• View audit records logs 
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DIP User Organisation View 

All actions apart from the Audit are available from the Market Participant Organisation view. If you are a member of multiple organisations, or a DCP, you will have to select 

from a list which organisations to load into view. 
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The Market Participant View also highlights any hierarchical organisational structure. 

An Umbrella Organisation can be configured by a DIP Admin, selecting one or more Child Organisations. 

If you believe there are any misconfigurations in your Umbrella Organisation or would like to be set up, please contact Elexon Support. 
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Member Management  
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DIP ID Management  
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DIP ID Details 
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DIP ID Management 
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Audit Review 
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DIP User Certificate Admin 

MP Certificate Admin Actions 

This section will describe the following actions available to users with the MP Certificate Admin role: 

• Manage API Keys 

• Create certificates 

• Reissue certificates 

• Revoke certificates 

• Add a new domain 

• Verify a domain 

• Reassert an existing domain 
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Generate API Key 

API keys are required to send messages to the DIP; they’re assigned at a DIP ID level and can be used 

across all interfaces for that DIP ID. If a DIP ID uses a DCP ID, the API keys are still generated for the DIP ID. To generate an API key for a DIP ID, first navigate to the DIP 

ID detail view from the MPO view. 
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Certificate Management  

All certificate management actions are available from the Certificates tab in the MPO view 
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Domain Management 

All domain management actions are available from the Certificates tab in the MPO view 
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Navigation: Market Participant Message Admin 

This section will describe the following actions available to users with the MP Message Admin role: 

• Configure Webhook URLs 

• Configure DIP IDs Event Code subscriptions and pairings 

• Opt Out Preference 

• SDS – MDR pairing 

• Replay and Requeue messages 

• View message channels and interface schema/data dictionary 

• View message transaction logs 

 

 

 

 

 

 

 

 

 

 

 



Data Integration Platform (DIP) –Portal User Guide  

© Elexon 2025  Page 24 of 36 

 

Webhook URL configurations 

Webhook URLs can either be configured per message channel in the message channel view or more efficiently in the DIP ID detail view for each interface, which is shown in 

this example. 

It is recommended to configure Webhooks for all messages that apply to your specific market role and then use the opt-out of receiving certain event codes, if applicable. This 

ensures that DIP includes the recipient in the secondary addressing stage; otherwise, the message is not repayable and traceable for the recipient. 
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DIP ID Event Code subscription 

Some Role Codes can opt out of receiving certain Event Codes on specific interfaces as defined in DES138. These are configured on the DIP ID detail view by MP Message 

Admins. 
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DIP ID SDS – MDR pairing 

The Smart Data Services role has the option to nominate independent Meter Data Retrievals Roles to use a standard set of messages (IF-061 Onwards), to interact with 

different Smart Data Services, without the need for a bespoke integration between each MDR-SDS pairing. Each MDR- SDS pairing can choose to exchange messages 

directly between themselves or via utilising the DIP. The SDS role as the qualification has the control over setting these pairings and is only available to organisations with a 

DIP ID of the SDS role. This functionality is optional and will not affect the existing setup of the Webhook. An SDS is allowed to pair with multiple MDR’s. Only onboarded 

and qualified MDRs can be paired with. 
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Replay and Requeue messages 

The View and Requeue Messages component provides the ability to query for received messages by DIP ID on an interface. Once results are returned, the messages can 

be viewed in the browser (known as replay) or requeued in which they will be resent to the currently configured Publication configuration. The functionality is available on 

the DIP ID detail screen, after selecting an interface (as shown) or the message channel detail view, once an organisation and then DIP ID is selected. 
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Message Channels  

The Message channel view provides an overview of all the interfaces currently active and operating within the DIP, the list can be searched and filtered by role. Selecting a 

channel brings up the message channel detail view. 
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Message Tracking  
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The table below is a guide to the columns returned within the result records search. 

Response Record Data Item Description Expected Results Notes 

Sent Date/Time Interface Sender 
Unique Ref Transaction ID 
Correlation ID MPAN 

Replay of the original details 
contained within the IF message 

 
 

Received Message has been received by the 
DIP 

Green Tick confirms Success Red 
Cross confirms Exception 

 

DIP Message has been processed by the 
DIP 

Green Tick confirms Success Red 
Cross confirms Exception Yellow 
Retry confirms Retrying 

 

Delivered Message has been delivered to the 
recipient 

Blue Question mark confirms 
Unknown 

Moving the cursor over the tick or 
cross will present a pop-up 
information box containing summary 
data relating to the message and its 
delivery to each recipient (including 
the messages EventCode) 

Failed The messages that have failed to be 
delivered 

Search results display the DIP ID for 
each participant where delivery 
failed. Null, one or many. 

Number of DIP Participant IDs 
displayed should match the number 
of crosses in the previous ‘Delivered’ 
column 

Details Click on the PLAY icon to open new 
pop-up screen displaying additional 
information relating to DIP 
processing of the message 

Data should exist for all messages Scrolling down, across and back up 
within this a pop-up screen is 
possible to view all information 

• Information will be useful to 
support triage of any issues 
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Market Participant Analytics Reader 

MP Analytics Reader Actions 

This section will describe the following actions available to users with the MP Analytics Reader role: 

• View performance reports 
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Performance Reports 

The Performance View provides reports on the Internal and MPO performance of interactions with the DIP, displaying the volume of incoming and outgoing transactions, 

any DIP failures (internal errors) or recipient failures (errors in incoming, schema and addressing) on the left Y axis, against the latency in Milliseconds on the right Y axis. 

 

 

 



Data Integration Platform (DIP) –Portal User Guide  

© Elexon 2025  Page 33 of 36 

 

FAQs 

1) Access Issues: 

Question: How can I resolve access issues for the DIP Portal? 

Answer: Ensure that the user account is active and has the correct roles assigned. For example, in the SITB environment, certain features like Members and Certificates 

are disabled and managed in the SIT environment. If facing MFA errors, clear the browser cache and reset the MFA. Please contact support if your errors persist. 

 

2) Certificate Creation: 

Question: How do I create certificates within the DIP Portal? 

Answer: Navigate to the Certificates Tab in MPO Detail view with the MP Certificate Admin role. When generating a certificate, select the domain name from the dropdown, 

and the subject name should be populated based on the selected items. Enter your CSR and select the certificate type and click Create. Any validation errors with your 

CSR should be displayed. Please consult the E2E Onboarding guide for more detailed certificate creation guidance. 

 

3) Environment-Specific Queries: 

Question: What are the differences between various environments like SIT, PIT, and UIT? 

Answer: Different environments have specific configurations and purposes. For instance, in SITB, certain features are disabled, and the teal-colored banner helps 

differentiate it from other environments. Additionally, access roles and permissions may vary across environments. 

 

4) User Role Management: 

Question: How do I manage user roles and permissions in the DIP Portal? 

Answer: User roles and permissions can be managed through the portal, in the Members tab of the MPO detail page, see section 2 – Member management. Notifications 

about changes to user access and roles are sent via email, and administrators can review and extend user access as needed. 

 

5) Onboarding Process: 

Question: What is the process for onboarding new users to the DIP Portal? 
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Answer: The onboarding process involves initial checks, followed by validation and digital certificate exchange. Users receive invitations and links to commence the second 

phase of onboarding. 

 

6) Message Tracking: 

Question: How can I track messages in the DIP Portal? 

Answer: Sent messages are tracked in the messages View. Message tracking is not designed to provide counts of transactions. It operates on top of an analytical store, 

and any query executed will only retrieve up to the most recent 350 Messages based on the specified search criteria. See section 4 – Message tracking for more details. 

 

7) DCP Status: 

Question: My DCP status is stuck in Pending. What should I do? 

Answer: Please contact support as a DIP Admin will need to approve your application. 

 

8) DCP Nomination: 

Question: How do I nominate my DCP? I don’t see mine in the list? 

Answer: Only DCPs with unallocated DCP DIP IDs are listed. Please ask your DCP to create a new DCP DIP ID. These have a one-to-one mapping and once they’ve been 

nominated, they cannot be reused. 

 

9) Invitation Link: 

Question: I haven’t received my invitation link yet. What should I do? 

Answer: It was possibly blocked by spam. If invited, you can log in at the provided URL with the invited account to the same effect. 

 

10) Role Reflection: 

Question: As an MP User Admin, I have assigned myself more additional roles yet cannot see them reflected in the portal. What should I do? 

Answer: You must log out and clear local storage in the browser to force a refreshed token with your new roles assigned. 
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11) Certificate for DCP with Wildcard URL: 

Question: What are the steps to raise a certificate for a DCP with a wildcard URL? 

Answer: A DCP with a wildcard URL can raise a certificate by following the same steps as a DIP with a single URL. The only difference is that the DCP needs to enter the 

wildcard URL in the domain field of the certificate tab in the DIP portal. 

 

12) Roles, DIP IDs, and Certificates: 

Question: How many roles, DIP IDs, and certificates can a company have? 

Answer: A company can have as many roles as in the ISD data, which defines the market participants and their relationships. If a company requires more roles, they can 

request them in the portal, as detailed in section 2 – DIP ID Management. 
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Support and Contact Information 

If you are still facing issues, please raise a Service Now ticket from the Home view. 

 

 

 

 

 

 

 

 

 

 

 

  

Alternatively, 

If you’d like to raise a defect, please email the Testing team at Elexon Support 

If you have a DIP-specific request, please email the DIP team at Elexon Support 

https://support.elexon.co.uk/csm.
https://support.elexon.co.uk/csm.

